MamMATKa No 6€30MacHOCTM LIKOJIbHUKOB B ceT UHTepHeTe

C KaxablM roaoM MOJSIOAEXN B UHTEPHETE CTAHOBUTLCSA BonbLUe, a LWKOMbHUKM OAHU N3 CaMblX
aKTUBHbIX Nosib3oBatenen PyHeta. Mexay TemM, MOMMMO OrPOMHOIO KONM4ecTBa BO3MOXXHOCTEN,
WNHTEPHET HeceT n Npobnembl. ITa NamMATKa SOMMKHa NoMo4db Tebe 6e3onacHO HaxoanTbCs B
ceTn.

KomnbloTepHble BUPYCbI

KoMnbloTEpHLIN BUPYC — 3TO Pa3HOBMAHOCTb KOMMNbIOTEPHbLIX NPOrpamMm, OTIIMYNTESNTbHON
0COBEHHOCTLIO KOTOPON ABMSAETCS CNOCOOHOCTb K Pa3MHOXEHUI0. B 4ONONHEHWE K 3TOMY,
BMPYCbl MOTYT NOBPEAUTb UITM MOMHOCTBI0 YHUYTOXUTL BCE dpanribl U AaHHbIE, MOAKOHTPOSbHbIE
nonb30oBaTento, OT UMEHM KOTOPOro Bbina 3anyleHa 3apaxxeHHasi nporpamMmma, a Takke
NoBpeAnTb NN AaXe YHUYTOXUTb ONEPaLMOHHY0 CUCTEMY CO BCeMM dharnamm B Lenom. B
BonbLUIMHCTBE Cry4yaeB pacrnpoOCTPaHAKTCA BUPYChbl YEPE3 UHTEPHET.

MeToabl 3alWmTbl OT BPEAOHOCHbIX Nporpamm:

* Vicnonb3yi coBpeMEHHbIE onepaunoHHbIe CUCTEMBI, UMEILLNE CEPbE3HbIN YPOBEHb 3alUnTbI OT
BPEAOHOCHbIX MPOrpamm;

* [MocTosAHHO ycTaHaBnNuBan navth (LM pPOBLIE 3aniaTkn, KOTOPblE aBTOMaTUYECKN
yCTaHaBMMBalOTCA C Lenbio 4opabTky nporpammbl) 1 Apyrne 0OHOBEHUS CBOEW OnepaunoHHOMN
cuctembl. Ckaumam nx Tonbko ¢ odmumansHoro canta paspabortyunka OC. Ecnum cywectsyeT
PEXMUM aBTOMaTUYECKOrO OBHOBIIEHUS, BKITHOUN €r0;

* OrpaHnyb hmsnyecknin JOCTYN K KOMMNbIOTEPY AN MOCTOPOHHUX NnL,;

* Vicnonb3yi BHELWHWe HocuTenn nHdopMaunn, Takne Kak dreLuka, Auck unm damn uns
NHTEPHeTa, TONbKO N3 NPodepPEHHbIX NCTOYHUKOB;

» Pabotai Ha cBoem KOMMbIOTEPE NoA NpaBaMu NONb30oBaTenNs, a He agMMHUCTpaTopa. OTO He
No3BONNT BOMbLUNMHCTBY BPEAOHOCHbLIX NPOrpaMm MHCTaNIMpoBaTbCA HA TBOEM NEPCOHANbHOM
KOMMNbIOTEpPE;

* Vicnonb3yn aHTUBMPYCHbIE NPOrpaMMHble NPOAYKTbl U3BECTHbIX MPOM3BOAUTENEN, C
aBTOMaTM4eCcknm obHoBneHnem 6as;

* He oTKpbiBan KOMMbIOTEPHbIE hansibl, NONy4YEeHHbIE U3 HEHAAEXHbIX MCTOYHMKOB. [Jaxe Te
dannbl, KOTOpbIE NPUCNan TBOW 3HAKOMbIN. Jlyylle YyTOYHW Y HEro, oTnpaensn nv oH Tebe umx.
Cetn WI-FI

Wi-Fi - 370 He BMA nepegayvn gaHHbIX, HE TEXHONOrMS, a BCero nuib 6peHa, mapka. Ewe B 1991
rogy HuaepnaHackasa komnanus 3apernctpuposana 6peng « WECAy, 4to o603Ha4ano
cnosocoyeTaHune «Wireless Fidelity», koTopbli nepeBoanTCcs Kak «becnpoBogHasi TOMHOCTbY. [0
HalLero BpeMeHu gowra gpyras abbpesumartypa, Kotopas siBAsieTCA TaKOM e TeXHONOornen. 3to
abbpesunartypa «Wi-Fi». Takoe Ha3BaHune GbINIO AaHO C HAMEKOM Ha CTaHAAPT BbICLLMIA 3BYKOBOM
TexHukn Hi-Fi, 4To B nepeBoge o3Ha4yaeT «BbICOKast TOYHOCTbY.

Ha, 6ecnnaTHbIN MHTEPHET-OOCTYN B Kade, OTENAX U adponopTax ABMseTcs OTIINYHON
BO3MOXHOCTbIO BbiXOA4a B MHTEPHET. HO MHOrMe akcnepTbl cunTatoT, YTo obwenoctynHble Wi-Fi
ceTu He aBndaTca 6e3onacHbIMU.

CoseTbl N0 6e3onacHocTn paboTe B 06wenocTynHbix cetax Wi-fi:

* He nepenasai cBot nNnyHyo HopmMaumto Yepes obenoctynHole Wi-Fi cetn. PaboTas B HuX,
XenaTtenbHO He BBOAUTb Naponiv 4OCTyna, NOrMHbI U Kakne-To HoMepa;

* Micnonb3yin 1 06HOBNAM aHTUBUPYCHbIE NporpamMMbl U BpaHgmMayep. Tem cambiM Thbl
obesonacuilb cebs OT 3akadky BUpyca Ha TBOe YCTPOUCTBO;

* [Mpun ncnonb3dosaHmm Wi-Fi oTknoum dyHkumo «Obwmin gocTyn K bannam n npuHTepamy.
[aHHasa dyHKUMS 3aKpbiTa N0 YMOMYaHW0, OQHAKO HEKOTOPbIE NOMb30oBaTeN akTUBUPYIOT €€
Ans ynobcetea ncnonb3oBaHus B pabote nnu yyebe;

* He ncnonbayn ny6nuyneii WI-FI ana nepegaym nuuHbIX 4aHHbIX, HANpMMep Ans Bbixo4a B



counarbHble CETU UMW B 3NEKTPOHHYIO MOYTY;

* inonb3yn Tonbko 3alumiieHHoe coeanHeHne Yyepes HTTPS, a He HTTP, 1.e. npu Habope Beb6-
agpeca BBOAN UMEHHO «https://»;

* B MmoGunbHom TenedoHe oTkntoum dyHkumio «lMoaknoyenne k Wi-Fi aBTomatnyeckny. He
AOMnyckan aBToMaTn4eCcKoro noaknodeHnsa ycrponctsea k cetam Wi-Fi 6e3 TBoero cornacusi.
CoumnanbHble ceTn

CoumanbHble CeTN aKTMBHO BXOASAT B HALLY XXM3Hb, MHOTME N0AN paboTatoT M XXMBYT Tam
NoCTOSIHHO, a B Facebook yxe 3aperncrpmpoBaH munnuapg YenoBek, YTO sABASIETCA O4HOM
ceabMoK BCeX XuTenen nnaHeTbl. MHOrnme nonb3oBaTtenn He NOHUMAtOT, YTO MHGopMaLus,
pa3MeLLeHHas MU B colmnanbHbIX CETSX, MOXeT ObiTb HageHa M UCMONb30BaHa KEM yrogHo, B
TOM 4vncne He oba3aTenbHO ¢ GnarMm HaMepeHNAMUN.

OcHOBHbIe coBeTbl N0 6e30MacHOCTU B couMarnbHbIX CeTAX:

* OrpaHnyb cnncok apysen. Y 1ebsa B Apy3bsx HE AOMKHO OblTb CryYamHbIX 1 HE3HAKOMBbIX
noaen;

» 3awmiLan CBOK HYacTHYH XM3Hb. He ykasbiBan naponuv, TenedoHsl, agpeca, AaTty TBOero
POXAEHMS U APYIYIO NUYHYKO MHGOPMaUUIO. 3r0YMbILLNEHHUKN MOTYT MCNONb30BaTh Aaxe
NHOPMaLMIO O TOM, Kak Tbl 1 TBOM pOAUTENM NNaHNPyeTe NPOBECTU KAHUKYIbI;

* 3awmLan cBot penyTauuio - AepXn ee B YACTOTE M 3agaBan cebe Bonpoc: xoTesn Obl Thl,
4YTObbI ApYyrne Nonb3oBaTeNn BUOENW, YTO Thl 3arpyxaewwb? Nogyman, npexae Yem 4YTo-To
onybnukoBaTtb, HanucaTb U 3arpy3unTb;

* Ecnu TbI roBOpuLLb C NOgbMU, KOTOPLIX HE 3HaELb, HE UCMOMb3YyN CBOE peasibHoe UMS U
APYryo NUYHYO MHOPMaLUK: UMSA, MECTO XUTENbCTBA, MECTO y4ebbl U NpoYee;

* 3beran pasmeLleHns dotorpadui B UIHTepHeTe, rae Tbl M300paXkeH Ha MECTHOCTU, Mo
KOTOPOMW MOXHO OonpeaennTtb TBOE MECTOMONOXEHNE;

* [Mpwn pernctpaumm B couynanbHON ceTU HEOHXOANMO MCMNONb30BaTh COXHbIE NAPOX,
cocrosime n3 6yks 1 UMGP U C KONMYECTBOM 3HAKOB HE MeHee 8;

 [1ns coumanbHOM CEeTU, NOYThI U APYrnMX CanToB HEOBXOAMMO UCMONb30BaTb Pa3Hble NAPONM.
Torpa ecnu Tebsi B3NoMatoT, TO 3fI0YMbILLUNEHHUKN NOSy4aT AOCTYN TONbKO K O4HOMY MECTY, a He
BO BCe cpasy.

ONEeKTPOHHbIEe AEHbIM

ONEKTPOHHbIE AEHBLIMM — 3TO OYEeHb YA0OHbIM cnocob nnaTexen, ogHaKo CyLECTBYIOT
MOLLUEHHWUKKN, KOTOpbIE XOTAT NOSTYYUTb 3TN AEHbIN.

OnEeKTPOHHbIE AEHbIN NOSIBUNTMCL COBCEM HELABHO M MMEHHO M3-3a 3TOr0 BO MHOIMX
rocygapcrtasax 4o CUX NOp He NPOMNMcaHo Npo HMX B 3akoHax. B Poccum xxe oHn pyHKUNMOHUPYIOT
N O HUX y>Ke NPONUCaHO B 3aKOHE, rae UX pasgensitoT Ha HECKONbKO BUAOB — aHOHUMHbIE U HE
aHOHMMHbIE. Pa3HuLa B TOM, YTO aHOHUMHbIE - 3TO T€, B KOTOPbIX paspeLlaeTca NpoBoauTb
onepaumn 6e3 naeHTMdurkaLmm nonb3oBaTens, a B HEAHOHUMHBIX AeHTUdMKaL MK
nonb3oBaTtens aBnaeTca 06s3aTenbHON.

Takke cnefyeT pasnuyaTtb 3NEKTPOHHbIE naTHblE AeHbIM (paBHbl FOCY4apCTBEHHBIM BantoTam)
N 3NEKTPOHHbIE He(pmaTHble AeHbIN (He paBHbl rOCY4apCTBEHHbLIM BanoTam).

OcHoBHble coBeTbl Mo 6e3onacHon paboTe ¢ 3MeKTPOHHbIMU AeHbramu:

* [MpuBsHXM K cyeTy MOBUMbHbLIN TenedoH. ATO cambli yAOOHbIV 1 BbICTPLIN cnocob
BOCCT@HOBUTb OCTYN K cyeTy. [1puBA3aHHbIN TeENedOoH NOMOXET, ecnu 3abyaellb CBON
nnaTexHbIW Naposib Unu 3angellb Ha canT C HE3HaKOMOro YCTPOUCTBA;

* icnonb3yn ogHopasoBble naponu. Nocne nepexofa Ha yCUneHHyo aBTopusaunio Tebe yxe He
OyaeT yrpoxaTb OMacHOCTb KpaXu Unu nepexesaTa nnaTexHoro napons;

* Bbibepu cnoxHbivi napone. NpectynHukam 6yaeTt He NPoCTo yragaTh CNOXHbIA Naposib.



HagexHble naponn — 370 Naposnu, KOTopble CoAepKaT He MeHee 8 3HaKOB M BKNOYaOT B cebs
CTPOYHbIE M NPOMNUCHBbIE BYKBbI, LMMPbI 1 HECKOMBKO CUMBOSIOB, Takne Kak 3HaK gonnapa, yHTa,
BOCKNMLUATeNbHbIV 3HaK 1 T.n. Hanpumep, $tRONg!;;

* He BBOAM CBOM JNMYHbIE JaHHbIE HA canTax, KOTOPbIM He JoBepsieLUb.

ANeKTpOoHHas noyra

ONEeKTPOHHAdA NoyTa — 3TO TEXHOMOIMSA U NpeaocTaBnsgeMble e YCnyru no nepechbinke u
MOMYYEHMIO SNEKTPOHHbBIX COOBLLIEHNI, KOTOPbIE pacnpenensatTcs B KOMMbIOTEPHOW CETH.
OBbIYHO 3NEKTPOHHbIN MOYTOBLIN ALLMK BbIMMSAMT cregyowmm obpasom:
NMS_Nonb3oBaTtensa@uMs_aoMeHa. Takke Kpome nepegayum npocToro TekcTa, uMeeTcs
BO3MOXXHOCTb nepeaaBaTb hansbl.

OcHoBHble coBeTbl Mo 6e3onacHon paboTe ¢ 3NEeKTPOHHOW NOYTOMN:

* Hapo BbibpaTb NpaBunbHLIN NOYTOBLIM CEPBUC. B MHTEpPHETE €CTb OrPOMHBbIN BbIGOP
BGecnnaTHbIX MOYTOBbLIX CEPBMCOB, OQHAKO fy4lle JOBEPSTb TEM, KOro 3HaeLLUb 1 KTO NEpPBLIN B
penTUHre;

* He ykasbiBar B NUYHOM NOYTE NMYHYIO MHpopmauumto. Hanpumep, ny4ywe Bbibpatb
«My3blKanbHbIN_aHaT@» nnn «pok2013» BMecTo «Temalldy;

* Micnonb3yin AByxaTanHyo aBTopu3auuio. ATo Korga NOMUMO Napons HYXXKHO BBOAUTL Kof,
npucbinaemoin no SMS;

* Bbibepu cnoxHbin naposnb. [na kaxgoro No4YTOBOro smyka LOMKEH ObiTb CBON HAL4EXHbIN,
YCTONYUBBIV K B3ITOMY Naporib;

* Ecnn ecTb BO3MOXHOCTb HanMcaTb CaMOMY CBOWM JSINYHbIA BOMPOC, UCNOSb3yKn 3Ty
BO3MOXHOCTb;

* Vicnonb3yin HECKONBbKO MOYTOBbLIX ALWMKOB. [epBbI ANsi YAaCTHOW Nepenuckn ¢ agpecaTamu,
KOTOPbIM Tbl JOBEPSAELLb. OTO ANEKTPOHHbLIV aapec He HaZo UCNOoNb3oBaTb NpU perncTpaumm Ha
dopymax u canrax;

* He oTKpbiBan gannbl 1 apyrmue BrIOXEHNA B MMCbMaxX Aaxke eCcriv OHWU NPULLK OT TBOUX APY3eNn.
Jlydiie yTo4HM y HUX, OTNPaBASnn N oHx Tebe aTn annsi;

* [Mocne okoH4YaHWs paboTbl HA NOYTOBOM CepBUCE Nepes 3aKpbITUEM BKIAL4KU C CAUTOM He
3abyab HaxaTb Ha «BbinTny.

Knb6epObynnuHr unm BupTyanbHoe nsaeBaTenbLCTBO

KubepbynnuHr — npecnegosaHve coobLLeHnaMmM, coaepXaLlmmMmm ockopbneHus, arpeccuio,
3anyrveaHue; XynmraHcTeo; coumanbHoe GoNKOTUpoBaHNE C NOMOLLBIO Pa3fNYHbIX UHTEPHET-
CepBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKMbepBbynIMHrom:

* He 6pocarica B 6oi. Jlyyqwmin cnocob: nocoBeToBaTbCA Kak cebs BECTU U, €CNIN HET TOro, K KOMY
MOXHO 06paTUTLCS, TO BHa4ane ycnokoutbcs. Ecnn Tbl HAaYHeLb OTBeYaTb OCKOPOIeHMAMM Ha
ocKopbneHust, To ToNbKo eule 6onblle pasoXKellb KOHMNWKT;

* Ynpasnsan ceBoen kubeppenytaumen;

* AHOHMMHOCTb B ceTu MHMMasi. CyLLecTBYIOT CNOCOObI BbIICHUTb, KTO CTOUT 32 aHOHUMHbIM
aKkayHTOM;

* He cTouT BecTtu xynuraHckui o6pa3 BUpTyanbHONM xun3Hn. IHTepHeT mKcmpyeT Bce TBOU
AENCTBUS U COXpaHsieT nx. Yaanutb ux byaeT KparHe 3aTpyaHUTENBHO;

« Cobntogai cBov BUPTyarnbHY0 YeCTb cMonoay;

* rHopupyn eguHu4HbIn Heratue. OgHOpa3oBble OCKOpOUTEnbHbIE COObLLIEHMS Nyylle
nrHopuposatb. OBbI4HO arpeccusi NpekpalaeTcs Ha HavanbHOW CTaauu;

» baH arpeccopa. B nporpammax obMeHa MrHOBEHHbIMW COOBLLEHNSIMU, B COLMAnbHbIX CETAX
€CTb BO3MOXXHOCTb BMOKMPOBKM OTNPaBKN COOBLLEHNI C onpeaeneHHbIX aapecos;

» Ecnu T cBngeTens knbepbynnuHra. TBoM 4enCcTBUSA: BbICTYNUTL NPOTUB NpecnegoBaTens,
nokasaTb €My, YTO ero AeNCTBUS OLLEHUBAKOTCH HEraTMBHO, NOSAEPXKAaTb XKepPTBY, KOTOPOM HYXHa



ncuxonornyeckas MOMOLLb, COOOLLMTL B3POCHbIM O haKTe arpeCcCMBHOIO NOBEAEHUS B CETH.
MobunbHbIN TenedgoH

CoBpeMeHHble cMapTOHbI 1 NNaHLWeTbl cogepxaTt B cebe BNonHe B3pochbii (pyHKUMOHAn, 1
Ternepb OHWU MOTYT KOHKYpMpOBaTb CO CTauMOHapHbIMKU KoMnbioTepamu. OgHako, cpeacTts
3aWmnThl ANg NoA06HbLIX YCTPONCTB Noka o4YeHb Marno. TecTupoBaHMe 1 MOUCK YA3BUMOCTEN B HUX
NPONCXOANT HE TaK MHTEHCMBHO, Kak Ans MK, To xxe camoe kacaeTcs U MOBUIbHBIX NPUMOXKEHNNA.
CoBpeMeHHble MObUnbHbIE Bpay3epbl y>Ke NpakTUYeCKN AorHanM HacToMbHbIE aHanoru, ogHako
paclmpeHne yHKLMoHana BneveT 3a cobom 60nbLUy0 CMOXHOCTb U MEHbBLLYHO 3aLUMLLIEHHOCTb.
[aneko He BCe NPOM3BOAMTENN BbIMyCKalOT OGHOBIEHMS, 3aKpbiBalOLLNE KPUTUYECKNE
YS13BMMOCTM NS CBOUX YCTPOUCTB.

OcHoOBHbIe coBeTbl Ans 6e3onacHocTN MobunbHoro TenedgoHa:

* Hnyero He siBnsieTcsa no-HacTodawemMy 6ecnnaTHbiM. Byab ocTopoXeH, BeAb Koraa tebe
npeanaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAKMe-TO MaTHbIe YCIyru;

» [lyman, npexae yem otnpaBntb SMS, oTo unum Buaeo. Thl TOYHO 3HaELWb, rae oHu byayT B
KOHEYHOM utore?

* Heob6xoanmo 0BHOBNATL ONepaLmMoOHHY0 CUCTEMY TBOErO CMapTdOHa;

* Vicnonb3yin aHTMBMPYCHbIE NPOrpamMMbl 4t MOBGUINbHbBIX TENEGOHOB;

* He 3arpyxxan npunoXxeHns oT HEM3BECTHOIrO UCTOYHMKA, Beb OHMU MOIyT CoaepKaTb
BPEeAOHOCHOE nporpamMmmMHoe obecneveHune;

* [locne Toro Kak Tbl Bblgellb C canTa, rae BBOAWUIT NINYHY MHGOPMaLMIo, 3aian B HaCTPOUKK
Opay3epa un yganu cookies;

* [lepnogunyeckn NpoBepsan Kakme nnaTHble YyCnyrn akTMBMpoOBaHbl HA TBOEM HOMEpPE;

+ [laBai cBOM HOMep MOOMBHOrO TenedoHa TONbKO MOASAM, KOTOPbIX Thl 3HAELb U KOMY
aosepsieLlb;

* Bluetooth gomxeH 6bITb BbIKNIOYEH, KOrAa Tbl UM HE Nonb3yelbes. He 3abbiBan nHorga
npoBepsiTb 3TO.

Online urpbl

CoBpeMEHHbIE OHMAaNH-UIPbl — 3TO Kpaco4Hble, 3axXBaTbiBalOLME pa3BrieyeHus, 0obeanHsaoLwme
COTHW TbICAY YernoBek No BceMy Mupy. VIrpokn nccnegytoT AaHHbIA UM MUp, obLiatoTcsa apyr C
APYrom, BbIMOSHSAOT 3a4aHns, CpaxatTcs C MOHCTPaMM 1 NOSyYaroT onbIT. 3a y4OBONLCTBME
OHM NNaTAT: NOKYNaKT AUCK, ONnavnBaloT abOHEMEHT Unn NpMobpeTaroT Kakme-To Onuumu.

Bce aTu cpeacTtBa MayT Ha NogaepXaHue 1 pasBuTUE UMPbl, a Takke Ha camy 6e30NacHOCTb:
COBEpPLUEHCTBYHOTCH CUCTEMbI aBTOPMU3aLIMK, BbIMyCKaTCA HOBbIe NaTym (UndpoBble 3annaTku
ANsi nporpamm), 3aKpbiBalTCA YA3BUMOCTU cepBepoB. B Nog06GHbIX Urpax CToMT onacatbCcs He
CTOMbKO CBOMX COMEPHMKOB, CKOMNbKO KpaXkyu TBOEro Naposs, Ha KOTOPOM OCHOBaHa cuctema
aBTOpU3auMm GONbLUNHCTBA Urp.

OcHOBHble coBeTbl N0 6e30NacHOCTM TBOEro MIPOBOr0 akkayHTa:

» Ecnn gpyron urpok BegeT cebsa nnoxo unun cosgaeT tebe HeNpUATHOCTU, 3abnoknpymn ero B
CMUCKE UITPOKOB;

* Moxanynca agMMHUCTpaTOpPaM Urpbl Ha NIOX0E NOBEAEHME 3TOr0 UrpPoKa, XKenaTenbHo
NPUMNOXNTb Kakne-TO AoKa3aTenbCTBa B BUAE CKPUHOB;

* He ykasbiBan nuyHyo MHopmaumio B npodanne urpsbl;

* YBaXxaln gpyrux y4acTHUKOB MO urpe;

* He yctaHasnuBan HeodumumanbHble naTyv U Moabl;

* icnonb3yi CnoxHble 1 pasHble naponu;

* [laxke BO Bpems Urpbl He CTOUT OTKMOYaTb aHTUBMPYC. [1oka Thbl UrpaeLlb, TBOW KOMMbIOTEP
MOryT 3apasuTb.

PULINHF MK KpaKa NINYHBIX AaHHbIX



OO6bIYHOW Kpaxen AeHer U JOKYMEHTOB CErOAHS yXKe HUKOro He yamsufllb, HO C pa3BuTuem
NHTEPHET-TEXHOMNOIrMN 3rI0YMBbILLITEHHUKN MEPEMECTUNNCH B UHTEPHET, 1 NPOOOIKAIOT
3aHUMaTbCA «NbUMbIMY» gernoM. Tak nosiBunack HoBas yrpo3a: UHTEPHET-MOLUEHHUYeCTBa Nnu
ULLKHT, rMaBHas Lenb KOTOPOro COCTOUT B MOMy4YeHUN KOHUAEHUMArNbHbIX AaHHbIX
nonb3oBarenen — NorMHoB 1 naposrien. Ha aHrnunckom a3bike phishing yntaeTcsa Kak uLMHP
(ot fishing — pbiBHas nosns, password — naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLINHIOM:

» Cneawn 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHKeTa Obina B3fioMaHa, To
HeobxoaumMo 3abrokupoBaThb ee U COOBLLMTL agMUHUCTPaTOpam pecypca 06 3TOM Kak MOXHO
cKopee;

* icnonb3yn 6e3onacHble Be6-canTbl, B TOM YUCIE, UHTEPHET-Mara3nuHOB U NOUCKOBLIX CUCTEM;
* Micnonb3yi cnoxHbele 1 pasHble naponu. Taknum obpasom, ecnv Tebs B3nomatoT, TO
3I10YMBbILLITEHHUKM MOryYaT AOCTYN TOMbKO K O4HOMY TBOEMY NPOodUIiio B CETU, @ HE KO BCEM,;

» Ecnu Tebsa Banomanu, To He0BxoaANMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpbIe
pobaeneHbl y Tebs B Apy3bsiX, O TOM, 4TO Tebs B3nomanu u, BO3MOXHO, OT TBOEro uMeHu dyaet
paccblfiaTbCA CNam U CCbISTKU Ha (PULLNHIOBLIE CanThl;

* YcTaHoBu HagexHblv naponb (PIN) Ha MoBunbHbIN TenedoH;

» OTKIIOYM coxpaHeHne napons B 6paysepe;

* He oTkpbiBan harnbl 1 Apyrve BroXeHUs B NUCbMax Aaxe eCnun OHW NPULLNKN OT TBOUX APY3eWn.
Jlydiie yTo4HM y HUX, OTNPaBASany N oHx Tebe aTn annsi;

Lindposas penytauus

LincdppoBasg penyTtaums - 3T0 HeraTMBHas Uy NO3nMTUBHasA MHopmauns B cetun o Tebe.
KomnpomeTupytowasa nHcopmaums pasMmeLleHHas B UHTEPHETE MOXET cepbe3HbiM 06pa3om
OTPa3nTbCs Ha TBOEW pearnbHOM Xn3Hu. «Lindposas penytauunsa» - aTo TBOM UMUK, KOTOPbIN
dopmupyeTcs U3 MHpopmaumm o Tebe B MHTepHeTe. TBOe MECTO XUTenbCTBa, y4ebbl, TBOE
hb1HaHCOBOE NOMoXeHne, 0COBEHHOCTM XapakTepa 1 pacckasbl 0 611M3kux — Bce 370
HakannMBaeTCH B CETU.

MHorne nogpocTkM NErkOMbICIEHHO OTHOCATCS K NyGnukauum nmyHon nHgopmauum B
MHTepHeTe, HEe NOHMMasa BO3MOXHbIX MOCNEACTBUN. Thl AaXKe HE CMOXELUb A0ragaTbCs O TOM,
4yTO poTOorpachms, pasmeLieHHas 5 net Haszag, ctana NpPUYMHOM OTKasa NPUHATL TebA Ha
paboTy.

KoMmmeHTapuu, pasmelleHne TBonx ootorpadun n apyrne 4ENCTBUA MOTYT HE UCHE3HYTb Aaxe
nocre Toro, Kak Tbl UX yaanuvib. Tbl HE 3Haelb, KTO COXpaHun 3Ty MHopmaumio, nonana nv
OHa B NOUCKOBbIE CUCTEMbI U COXPaHUAcChb N OHa, a rMaBHoE: YTO NogymatoT o Tebe
OKpYy>KatoLLiee Noan, KoTopble HanayT 1 yBUAAT aTo. Hantu nHdopmayunio MHOro neT cnycTs
CMOXET Ntobon — kak n3 gobpbix NOBYXAEHU, TaK U C HAMEPEHNEM NPUYNHUTDL BPea. OTO MOXET
ObITb KTO YrogHo.

OcHoOBHbIe coBeTbI NO 3awmTe UM poBON penyTauuu:

* Mogyman, npexage Yem 4To-TO NyGnmMkoBaTb U NepegasaTb y cebs B 6nore nnm B coumanbHon
cetu;

* B HacTpowkax npocunsa ycTtaHoBM OrpaHNYeHnst Ha MPOCMOTP TBOEro Npousis n ero
COAEPXKMMOro, caeran ero TofnbKo «Ana Apy3eny;

* He pasmewyan 1 He ykasbiBan MHGOPMaLUIO, KOTOpas MOXET KOro-nmbo ockopbnsate unm
obwmxartb.

ABTOpCKOE NpaBo

CoBpeMEHHbIe LKOMNbHUKN— aKTUBHbIE NOSib3oBaTenu LmMdposoro npoctpaHcTea. OaHako
Aaneko He BCe 3HAloT, YTO NOMb30BaHME MHOTMMU BO3MOXHOCTAMM LIMGPOBOro mmpa Tpebyet



cobntogenus npaB Ha MHTENNEKTyallbHYIO COBCTBEHHOCTb.

TepMUH «MHTEeNnekTyanbHas COGCTBEHHOCTb» OTHOCUTCS K Pas3fiMyHbIM TBOPEHUSIM
4YenoBeYECKOro yma, HaumMHas ¢ HoBbIX N300peTeHnn n 3HakoB, 0603HavaLLMx CO6CTBEHHOCTb
Ha NPOAYKTbI M YCAYIW , N 3aKaH4MBas KHUramu, potorpadpmnsamm, KuHodunbmMmamm u
MYy3blKarlbHbIMW NPOVN3BEAEHUAMMU.

ABTOpCKMe npaBa — 3TO NpaBa Ha WHTENEKTyanbHyt0 COOCTBEHHOCTb Ha NPOU3BEAEHUS HAYKMU,
nuTepaTypbl U UCKyccTBa. ABTOPCKME NpaBa BbICTYNaloT B KAYECTBE rapaHTuM Toro, YTo
WHTENNEKTYyanbHbI/TBOPYECKUI TPYA aBTOpa He OyaeT HanpacHbIM, 4acT eMy cripaBeasiuBble
BO3MOXHOCTM 3apaboTaTb Ha pe3ynbTaTax CBOEro Tpyaa, Nony4ymTb U3BECTHOCTb U NPU3HAHME.
HukTo 6e3 pa3spelueHnsi aBTopa He MOXET BOCNPOU3BOANTb €ro Npov3BeaeHmne,
pacnpocTpaHsATb, NyGIIMYHO AEMOHCTPUPOBATL, NpoAaBaTh, MMMNOPTUMPOBATL, NMycKkaTb B NpoKarT,
NyGrMYHO UCMONMHATL, NOKa3biBATL/MCNOMNHATL B 3dhMpe Unu pasmellatb B VIHTepHeTe.

WNcnonb3oBaHue «nmupaTckoro» nporpaMmmMHOro obecneyeHns MoXeT NPMBECTU K MHOMMM PUCKaM:
OT NOTEpPU AaHHbIX K TBOMM aKkayHTaM A0 GrNOKMPOBKM TBOEro YCTPOWCTBA, Fae YCTaHOBMEHHbIN
He neranbHas nporpamma. He ctouT Takke 3abbiBaTb, YTO CYLLECTBYET feranbHble 1
BecnnaTHble NporpaMMbl, KOTOPbIE MOXXHO HalTU B CETU.



